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Introducing Today's Project!

In this project, I will demonstrate how to set up my application to interact with the
user. I'm doing this project to learn about CDN's, a business' secret weapon for
delivering content quickly and efficiently around the world.

Tools and concepts

Services I used were S3 and CloudFront. Key concepts I learnt include content
delivery network (CDN), requests signing, and origin access control OAC.

Project reflection

This project took me approximately one hour. The most challenging part was
making the S3 bucket publicly accessible. It was most rewarding to see how fast
the CloudFront hosted website loaded its content.

I did this project to see firsthand why companies choose CDNs like CloudFront
over basic S3 hosting. The key takeaway? CDNs solve the "distance problem" by
caching content at edge locations worldwide, making websites load faster for
global users while reducing server costs and improving security.
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Set Up S3 and Website Files

I started the project by creating an S3 bucket to store my website's files. I can't use
CloudFront for this task because CloudFront is a content delivery network (CDN)

designed to cache and distribute content globally, not to store data.

The three files that make up my website are index.html, which is where you
organise the text, pictures, and everything that makes up your webpage. style.css,
which is where you write down the visual appearance of your website's HTML
elements. And script.js, which refers to a JavaScript file that adds interaction to
your website.

I validated that my website files work by opening index.html in my browser.
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Exploring Amazon CloudFront

Amazon CloudFront is a content delivery network, which means it speeds up the
distribution of static and dynamic web content, such as .html, .css, .js, and image
files. Businesses and developers use CloudFront because it uses caching; the
process of storing copies of files in a cache, i.e. a temporary storage location, so
that they can be accessed more quickly. CloudFront caches your website content
in multiple servers around the world. When a user requests content that you're
serving with CloudFront, the request is routed to the edge location that provides
the lowest latency, so content is delivered with the best possible performance.

To use Amazon CloudFront, you set up distributions, which are a set of instructions
that tells CloudFront how to deliver your content. I set up a distribution for the
delivery of my website files. The origin is where your website's files are stored.

My CloudFront distribution's default root object is 'index.html'. This means this will
be the file that CloudFront should serve when someone visits the root URL of my
website.
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Handling Access Issues

When I tried visiting my distributed website, I ran into an access denied error
because I haven't given CloudFront permission to access my S3 bucket. By
default, S3 buckets are private. CloudFront needs explicit permission to access the
files in my bucket.

My distribution's origin access settings were set to 'Public'. This caused the access
denied error because it means anyone can access the content directly from the
origin i.e. my S3 bucket, not just via CloudFront. This caused the access denied
error because public origin access doesn't automatically update the permissions of
the objects in your S3 bucket - for security, the objects are private by default.

To resolve the error, I set up origin access control (OAC). OAC is a special user for
CloudFront that lets you keep your S3 bucket and objects not publicly accessible,

while still making sure they can be accessed through CloudFront.
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Updating S3 Permissions

Once I set up my OAC, I still needed to update my bucket policy because I need to
make files accessible for CloudFront. This new OAC has sign requests feature
activated, which means before forwarding a request to the origin i.e. the S3 bucket
storing the website files, CloudFront signs the request. This adds a digital signature
that the S3 bucket will check for on every incoming request. If the signature is
valid, it grants access to the requested object.

Creating an OAC automatically gives me a policy I could copy, which grants
permissions to CloudFront so it can access the S3 bucket content.
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S3 vs CloudFront for Hosting

For my project extension, I'm comparing CloudFront vs S3 for website hosting. I
initially had an error with static website hosting because I had 'Block all public
access' ON for my S3 bucket.

I tried resolving this by unchecking the 'Block all public access' setting. I still ran
into an error because this doesn't actively grant permission to access the objects;
it simply stops blocking all public access attempts.

I could finally see my S3 hosted website when I updated my bucket policy. This
worked because the bucket policy, on the other hand, is needed to explicitly grant
permissions.

Compared to the permission settings for my CloudFront distribution, using S3

meant more manual settings. I preferred using CloudFront, because it does its job
faster, and in a better way, hence why companies use it.
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S3 vs CloudFront Load Times

Load time means the duration it takes for a user's browser to fully retrieve and
display a webpage, including all its assets (HTML, CSS, JavaScript, images, etc.).

The load times for the CloudFront site were faster than the S3 site because
CloudFront's CDN caches content closer to users globally, while S3 static website
hosting serves files directly from a single region.

A business would prefer CloudFront when they need fast, reliable global content
delivery with features like edge caching, DDoS protection, and HTTPS support –
essential for production websites, high-traffic applications, or any service where
performance and security are critical. S3 static website hosting might be sufficient
when dealing with simple, low-traffic sites in a single region, internal tools, or
temporary staging environments where advanced features aren't necessary and
cost efficiency is a priority. Essentially, CloudFront is for scaling performance while
S3 alone works for basic, budget-friendly hosting.
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